This letter addresses physical layer security (PLS) for a wireless sensor network, in which multiple sensor nodes communicate with a single sink in the presence of an eavesdropper. Under the assumption of sink using outdated channel state information (CSI) of the eavesdropper link, the outage probability of achievable secrecy rate under Weibull fading is investigated and its analytical expressions are derived. Specifically, we consider sensor scheduling to enhance PLS, thereby, we quantify the degradation in outage probability due to outdated CSI under the best-node scheduling scheme and compare it with conventional round-robin scheduling. Finally, we analyze secrecy outage probability conditional on successful transmission and provide practical insights into the effect of outdated CSI of the eavesdropper. The derived theoretical results are validated through simulations.
I. INTRODUCTION
W IRELESS sensor networks (WSNs) are widely used for military applications such as navigation and surveillance [1] as well as for industrial automation [2] . Link security is a critical aspect of successful WSN operation. Traditional cryptographic techniques are not suitable for securing WSNs, because they require hardware complexity and consume large amounts of energy that are not affordable in a WSN [1] . Moreover, an eavesdropper with unlimited computing power may still decipher these techniques using brute-force attack. In this context, Physical Layer Security (PLS) has emerged as an attractive solution for securing wireless transmissions by exploiting the wireless channel characteristics [3] . Since PLS techniques such as artificial noise generation do not suit WSNs due to their limited energy resources [3] , sensor scheduling has been proposed as a less energy-intensive scheme for WSN security [2] .
In recent years, the Weibull distribution has been successfully used to model small-scale fading (SSF) measured in indoor and outdoor scenarios of practical significance, see for example [4] , [5] and references therein. In [4] , the authors refer to Vehicle to Vehicle channel measurements in the 5 and 10-GHz band; they propose to model the SSF with the Weibull distribution with its shape parameter β between 1.77 and 3.9 for the 5-GHz band, and in the range 2.02-3.95 for Manuscript [6] , an expression for the average value of the secrecy capacity (SC) under Weibull fading was derived but no practical scheme was proposed to improve the secrecy performance. Moreover, most PLS investigations consider the ideal case that perfect channel state information (CSI) is available for the eavesdropper channel [2] , [6] . The submitted work addresses these limitations by providing a complete characterization of the secrecy outage performance with outdated eavesdropper CSI. Specifically, the main contributions of this work are: • Derivation of an analytical expression for the secrecy outage probability under Weibull fading when outdated channel state of eavesdropper link is used by the transmission scheme; • Analysis of the outage performance under Weibull-fading of best-node scheduling with imperfect eavesdropper CSI and round-robin scheduling, whereas [2] treats the Nakagami-m fading case with perfect CSI of all links; • Investigation of secrecy outage probability conditional on successful decoding and evaluation of the impact of outdated eavesdropper CSI when used by the transmission scheme. The remainder of this letter is organized as follows. The system model is given in Sec. II; Sec. III contains derivation and analysis of the outage expressions. In Sec. IV numerical results are provided. Finally, Sec. V concludes this work.
II. SYSTEM MODEL
We consider a WSN consisting of N sensor nodes transmitting over orthogonal channels to a sink in the presence of an eavesdropper as shown in Fig 1. The main-links experience statistically independent identically distributed flat Weibull 1558-2558 © 2017 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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fading, whereas the Weibull fading on wire-tap links, between sensors and the eavesdropper, is not necessarily identically distributed. The sink as the supervisory node facilitates communication among different nodes through feedback; hence it is assumed to have CSI for the N sensor channels as well as the eavesdropper channels [7] . To be more specific, each sensor estimates its own CSI and transmits this information to the sink [2] under the assumption of reciprocal channels. The eavesdropper itself is assumed to be a legitimate receiver in the network for some signals and acts as an eavesdropper for others as in a multicast and unicast scenario, respectively [8] , [9] . Under these conditions the eavesdropper's CSI estimated during its legitimate reception may become outdated during its eavesdropping activity. This condition is incorporated into our analysis by introducing a correlation model with coefficient 0 ≤ ρ e ≤ 1 between the currently valid CSI of the eavesdropper, which is unavailable to the sink, and its previously estimated value that has become outdated but is available to the sink; perfect CSI is assumed elsewhere. After collecting the CSI from all sensors, the sink can select a particular node for transmission and subsequently notify the network. Let S = {S i |i = 1, 2, . . . N} denote the set of N sensor nodes. Consider that S i transmits its signal x i to sink with power P i . Then the received signal at sink is written as
whereh is represents the channel between S i and sink with |h is | Weibull-distributed. Furthermore, n s represents the zero mean additive white Gaussian noise (AWGN) at sink with variance N 0 . The instantaneous signal-to-noise ratio (SNR) of the i -th main link is written asγ is = |h is | 2 P i N 0 . Since the transmission from S i is also picked up by the eavesdropper, the signal received at eavesdropper is given as
where n e is the AWGN at eavesdropper with variance N 0 , and h ie represents the channel between S i and the eavesdropper with |h ie | Weibull-distributed and instantaneous SNR ofγ ie = |h ie | 2 P i N 0 . However, this CSI is not available to the sink that only has information of the outdated CSI of the wiretap link h ie , which is related to the current but unknown CSIh ie through a correlation model
The outdated SNR of the wiretap link known at the sink is written as γ ie = |h ie | 2 P i N 0 . Under these conditions, the joint distribution of the current and outdated wiretap SNRs is given by the joint distribution of two correlated Weibull random variables V 1 and V 2 written as [11] 
where μ j = E{V j } and j ∈ (1, 2) and β is their Weibull shape parameter.
III. OUTAGE PROBABILITY ANALYSIS Following section provides analysis of outage probability.
A. Secrecy Outage Probability Under Outdated CSI
The achievable rate for the main and wiretap links is written asC s (i ) = log 2 (1 +γ is ) and C e (i ) = log 2 (1 + γ ie ), respectively. 1 The achievable secrecy rate is then defined as the non-negative difference between these rates and is expressed as [ 
A secrecy outage event occurs whenC sec (i ) falls below some target secrecy rate R s > 0. The secrecy outage probability (SOP) is then expressed as
whereP cov,i Pr C sec (i ) > R s is the coverage probability, which by using (4) can be written as
Then after some mathematical manipulations (6) can be further evaluated as
where Fγ is (.) denotes the cumulative distribution function (CDF) ofγ is . Now using (3) 
where α e = 1 + 1 β e and β e is the Weibull shape parameter of wiretap link. Furthermoreγ ie (α e ) is the Weibull scale parameter of wiretap link;γ ie represents the mean value and (.) is the well-known Gamma function.
Since the instantaneous SNR of the sensor nodes is statistically independent, therefore, the CDF ofγ is can be written as [11] , where β s is the Weibull shape parameter of main link,¯γ is (α s ) is the Weibull scale parameter of main link andγ is represents the mean value. Substituting f γ ie (γ ie ) and Fγ is (x) into (7) and using (5), after some simplifications the outage probability can be expressed as
βe (m+k+1) and γ th = 2 R s − 1. The outage performance is readily evaluated by (9) using any standard computational software; accurate results are achieved by sufficiently considering the first 10 terms of the infinite sum.
B. Round-Robin Scheduling
The round-robin scheduling scheme allows N sensor nodes to take turns in transmitting their data to sink. The outage probability in one transmission burst is given by the mean outage probability as [2] P round−robin
C. Best-Node Scheduling Scheme
In this scheme, the sink selects the sensor node with the highest achievable secrecy rate for transmission in each channel realization. The SOP of said scheme is written as [2] P best out = Pr max
D. Outage Conditioned on Successful Transmission
The foregoing SOP analysis does not differentiate between reliable and secure communications -outage is declared either when the sink cannot successfully decode the information or when some information is leaked to the eavesdropper. We now characterize SOP under Weibull fading for the latter case, i.e., analyze the probability of a decoded message failing to achieve perfect secrecy [13] . Consider that the encoder at i -th node employs an (R it , R s ) wiretap code of block length L, where R it is the rate of transmitted codewords and R s is the rate of embedded secrecy information bits [14] . For each message index p, a codeword x L ( p, q) is transmitted where p = 1, 2, . . . 2 L R s and for each p the index q is drawn according to a uniform distribution from q = 1, 2, . . . 2 L R it [14] . The difference (R it − R s ), known as rate redundancy, is a measure of the information rate sacrificed to introduce randomness for providing secrecy against the eavesdropper. For a message transmitted by the i -th node, the sink can decode correctly as long as R it ≤C s (i ) whereas perfect secrecy is compromised if (R it − R s ) < C e (i ). Then the probability of a decoded message at sink failing to achieve perfect secrecy under non adaptive encoding, is written as [13, eq.(8) ]
where the cdf of γ ie is obtained by using (8) and [12, eqs.(8.350 ) and (8.352)] as where γ (., .) is the incomplete Gamma function. It may be noted that the outage probability derived in (9) does not differentiate between reliable and secure communications such that an outage event occurs either when sink cannot decode the information or when information is leaked to the eavesdropper. In contrast, the derivation of (12) considers information leakage to the eavesdropper conditioned on the sink reliably decoding the message. Therefore, (12) provides a more explicit measure of the secrecy outage performance.
IV. NUMERICAL RESULTS This section provides numerical examples for the derived analytical results, which are also validated by simulations. Fig. 2 shows how the outage probability is affected by the non-identically distributed Weibull fading between the main and wiretap links;P best out is plotted as a function of increasing values of main link SNR for different values of β s and β e . It can be seen from the figure that for a given SNR if the main channel's shape parameter β s is smaller than β e then outage probability increases, which corresponds to a reduced secrecy performance. This corroborates with more severe fading on the main link relative to the wiretap link when β s < β e . From the same figure, one may also observe that an increase in ρ e decreases the outage probability. Fig. 3 plots outage probability for the best-node selection and the round-robin scheduling schemes as a function of network size, N. It can be observed from the figure that for the best-node scheduling schemeP out reduces with increasing N due to it being a product of N terms, each smaller than unity, as shown in (11) . Furthermore, for diminishing ρ e values the best-node scheme's outage probability versus N graph has a progressively smaller slope, i.e., the advantage gained by increasing network size is significantly reduced as the eavesdropper CSI becomes more outdated. Specifically, for N = 5 the outage probability of best node scheduling increases from 0.01 to 0.06 when ρ e decreases from 0.9 to 0.7 for β s = β e = 3. Moreover, Fig. 3 also shows that best-node scheduling is more sensitive to ρ e when β s = β e > 1. Fig. 4 plots outage probability for the best-node scheme against increasing ρ e values. The figure shows that the outage probability generally decreases as ρ e → 1, but it decreases more rapidly when β s > β e ; for β s < β e , i.e., more severe fading on the main link, a reduction in ρ e causes a gentler decline in outage probability. This shows that the wiretap link correlation has more effect on outage performance when the main link fading severity is more than that of the wiretap link. Moreover, the outage probability also increases with increasing R s but the impact of varying ρ e is less prominent at higher values of R s .
In Fig. 5 we have plotted the conditional SOP against increasing values of R it , for R s = 1, to elaborate the dependence of secrecy outage on codeword transmission rate. It can be observed from the figure that by increasing R it , the conditional SOP is reduced as there is more randomness in the codeword, indicated by the difference (R it −R s ), to provide secrecy against the eavesdropper. Also, for large R it the impact of ρ e on the conditional SOP becomes more prominent due to the enhanced reliability at the cost of security. Moreover, we observe that as the SNR of the eavesdropper link becomes larger, the impact of ρ e reduces, hence compromising the security of the wireless link.
V. CONCLUSION
We have analyzed physical layer security for a WSN under Weibull fading and imperfect estimate of the eavesdropper channel. Our results demonstrate that for non-identically distributed Weibull fading on the main and wiretap links, it is desirable to have β s > β e to achieve a smaller value of the outage probability for a given network size N. Furthermore, we have quantified the effect of outdated eavesdropper channel state on the best-node scheme and compared it with the roundrobin scheme. For round-robin scheduling, the outage probability is practically un-changed for increasing N, while the best-node scheme's outage probability decreases for increasing N at a much faster rate. Although, the best-node scheme's outage probability increases with more outdated eavesdropper CSI, but for network size larger than 5 it outperforms the round-robin scheme. The SOP conditioned on successful decoding has been analyzed separately and it is shown that more randomness, if incorporated into the code, can diminish the impact of outdated eavesdropper CSI on the secrecy outage probability. Our results are useful for analyzing secrecy outage for WSNs that experience Weibull fading.
